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1. Abstract

Wikipedia: In cryptography, PKCS#11 is one of the family of standards called Public-Key Cryptography Standards (PKCS), published by
RSA Laboratories. It defines a platform-independent API to cryptographic tokens, such as Hardware Security Modules (HSM) and smart
cards.

Proxy Sniffer version 4.4 supports executing web load tests and web stress tests using PKCS#11 Security Devices. PKCS#11 Security
Devices are hardware cryptographic devices with an integrated cryptographic processor, and are capable of storing embedded X509
certificates which can be used for HTTPS/SSL client authentication and digitally signing documents. Some "special" PKCS#11 Security
Devices may also be implemented as a pure software device.

The use of PKCS#11 Security Devices by Proxy Sniffer is supported for the following operating systems:
e Windows (32 Bit and 64 Bit versions).
e Linux (32 Bit and 64 Bit versions)

e Solaris (SPARC processors only)

The following web site contains a listing of all supported hardware devices:
http://jce.iaik.tugraz.at/sic/Products/Core-Crypto-Toolkits/PKCS-11-Wrapper/tested-products

New Java Paths for Proxy Sniffer version 4.4:

¢ In the case where you do not use the Proxy Sniffer Console (that is, when you start Proxy Sniffer V4.4 manually from a terminal
command line), ensure that the Java CLASSPATH contains the files prxsniff.jar, iaik_jce_full.jar, iaikPkcs11Provider.jar, and the
Proxy Sniffer installation directory, and the default directory (.).

e The java option -Xbootclasspath/p: must NOT be used any longer (Proxy Sniffer version 4.4 will not work if this option is set).

Example:

set CLASSPATH=
.;C:\Users\miller\ProxySniffer\prxsniff.jar;C:\Users\miller\ProxySniffer;C:\Users\miller\ProxySniffer\iaik_jce_full.jar;C:\Users\miller\ProxySniffer\iaikPkcs11Provider.jar
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License: The usage of the cryptographic libraries from |AIK, as well as the usage of the Proxy Sniffer web load test tool (which already
includes sub-license from IAIK - usable only together with Proxy Sniffer), requires a commercial license.

2. Configuring and Using the PKCS#11 Device

1) Plug the PKCS#11 Security Device into your computer.

. P
Osy,
47'3/7

2) Copy the operating system-specific 32- or 64-Bit file named pkcsliwrapper.dll or libpkcsllwrapper.so into the Proxy Sniffer installation directory
(where prxsniff.jar is located). You will find the corresponding file inside the PKCS#11 subfolder, which is located in the Proxy Sniffer installation
directory.

3) Copy the PKCS#11 device-specific file (*.dll or *.so) into the Proxy Sniffer installation directory; for iliber Card0S API X

example, iidp11.dll or siecap11.dll). Appendix A at the end of this document contains a list of some well- BB 3 i a2 Buid 5. Cosoiced Vs

known PKCS#11 device-specific files. Date [Version

CHKSCREGEXE  nia

GMP4_2 1.0LL Der angegebene Ressourcentyp wurde nicht in der Image-D.
. . . . . SIECACESDLL  Der angegebene Ressourcentyp wwirde nicht in der Image-D)
Example of how to find out which library is used by the PKCS#11 device: SECACFEOLL 11503

SIECACSPDLL  Der angegebene Ressourcertyp worde nicht in der Image-D
SECACSTEYE 11211

SIECADLGOLL 1701

SECAPTIDLL 2807

SECAPISDLL 4001

SIECAPINEXE  r/a

Card0S AP ist ein lizenzpflichtiges Produkt. Die Anzahl der installierten Clients ist begrenzt
auf die Anzahl der Lizenzen, die Sie enworben haben

@ Siemens A 2004-2007 Alle Rechte varbehalten
Card05 APl ist ein eingeliagenes \Warenzeichen der Siemens AG

The GNU Multiple Precision Arithmetic Library (GMP) iz copyright by Free Software
Foundation, Inc.. and licensed under LGPL +2.1
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4) Start, or restart, the Proxy Sniffer Console.

5) Configure the PKCS#11 Security Device inside the Proxy Sniffer Personal Settings menu:

HTTPS Client Certificate Authentication - PKCS#11 Device [&] (Proxy Recorder)

05-Specific Library * pkos11wrapper.dll
Device-Specific Library ' | siecap11.dll

PIN (ssssss Slot No. | 0 Apply

"Enter & "sitmple" file name without path and copy both files manusally to
C:'Dokumente und Einstelungen'mutong ProxySnif fer

6) Select the corresponding X509 Client Certificate by clicking inside the red bar on the certificate, which then turns this bar to a green check mark:

HTTPS Client Certificate Authentication - PKCS#11 Device [i] (Proxy Recorder)

0S-Specific Library ' pkes1 1wrapper.dll
Device-Specific Library * | siecap11.dll

Serial No. Active Hey Usage
2297523699401 7779 & — nonRepudiation
1GETTAR9961 877030890 KX " digitalSignature + kevAgreement

PIN (ssssss Slot No. | 0 Apply

"Erter & "simple" file name without path and copy both files manually to
CDokumente und Einstellungenmutong Procx ySnif fer
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7) You will see the following output in the Proxy Sniffer Console:

Proxy Sniffer Console
File Control Help

[ Proxy Sniffer Console | Request /| Response Header
Certificate Fingerprint (SHA-13: 94:200BC: O AEATEF

Extensions: 4

.......

Reset

4|l

8) Record your Web Surfing Session as usual.

9) After recording the Web Surfing Session, de-activate the configuration for the PKCS#11 Security Device by disabling the checkbox inside the yellow bar

and then clicking on the Apply button:

[ ] HTTPS Client Certificate Authentication - PKCS#11 Device [5] (Proxy Recorder)

0S-Specific Library ' pkes11wrapper.dll
Device-Specific Library ' | siecap11.dll

PIN |([ssssss Slot No. | 0 » Aty

'Enter a "simple" file name without path and copy both files manually to
CDokumente und Einstellungenmutong ProcySnif fer
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10) Create a global variable for the PIN and — if several certificates are stored inside the PKCS#11 Device — also for the index of the certificate (0..n-1):

= vCertindex [dglobal var]
« oar

= wPin [dglohal var]
+- Q& TE4268

Add Input File...
e

[nong]

[none]

|

Add Plug-in...

[nong]
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11) Add the plug-in named "PKCS#11 Security Device" to your recorded session:

Add Load Test Plug-in: (Step 2) 4 ﬁ
Plug-in #1:
Class: PHCE11 Support class
Constructed: glabal
Execution: befare [ &t start of
loop

Run-Time Input Parameter:
PIN; | wPin [global] v | B

Cert. Index [0.n-1] | wCertindes [olobal] | B3

Zlot Mo, [0..n-1]; | [mone - unazzigned] w | Ed

Add Plug-in

Plug-in Desciption:

Provide Support for PRCS#11 Security Devices which
cartain a 5L Client Certificate used far authentication
against wweh servers.

12) Generate the load test program as usual.
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13) Copy the operating system-specific 32- or 64-Bit file, and the device-specific file, into the directory where your load test program is stored, and ZIP
them together with the plug-in and the load test program:

£ PRX: Project Navigator - Mozilla Firefox

[ F http:/i127.0.0,1; 7990/ dfischer fiwebadmininterface/Popuplirectorvhavigatoriiteblet ﬁ:[’ |
e ~
$ - . . o> @ B oh @ X
*48 P Sniff ‘

: Wrec‘I:'f.:ﬁ\dl'Tﬁliner PrOJECt Na‘"gator Help Setup  Metwork Jobs  Analyse Refresh Close

C:'Dokumente und Einstellungen'imutong'ProxySniffer MyTests\AAApkcs11

PHCS11_Test02 zip iContinue

Wy Tests
—E AhAkerheros

i
[

(Y P [ [
EEEEENEQEN

Note: you must use the operating system-specific 32- or 64-Bit file and the device-specific file of the operating system on which the Exec Agent (Load
Generator) is running!
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14) Execute the load test program by clicking on the ZIP archive. Select for a first test a single user and one loop. The log output of the load test program

will show a corresponding message about the PKCS#11 device:

) Mozilla Firefox

: http:ff127.0.0,1: 7990 dfischer fexecagent fExecagent Download JobFileweblet Pexecagent Id=127305473231 2&jobld=1485&fileMame=job_14 7 7
# no log file L
# debug loops

# global wvar wvCertIndex = 1

# global var wPin = 754268

B o e <

P BREMOTE COWNTROLLED TEST - STARTED CW PORT 40002 L4

R e e L4

# ——— thread 0 created -—-- 05 May 2010 13:26:57.093 --—-

generic PEC3IE11 wrapper library = pkeslliurapper.dll

native lihrary for PEC3IE11l device = siecaplil.dll

- +

| Aetive PEC3#11 Client Certificate |

| Serial Mo. = 1gg775899618770308920 |

- ————————— +

TOOQOOD —-- loop started ——— 05 May 2010 13:26:57.083 —--—-

TOOOOOD »>»» execute plug-in #1: PECS11Support

TOOOOOD PECSH#11 device initialized

TOooooo

TOooooo

TOOOOOD # Page #1: 3tart Page

TOOOOOD ff ———————————————————

TOooooo

TOooooo

TOOOOO0 # title: FProxy Sniffer: Web Load and 3tress Testing Tool

TOOQOOO0 [1] GET https://192.16.4.4:443/

TOooooo Zz00 (OE), TEXT/HTML, 43723 bytes, 78 ws

TOOOOOO [2] GET https:/F192.16.4.4:443/ format . o3s

TOooooo Zz00 (OE), TEXT/C35, 4517 hytes, 3 m= w
< g
Done N ]
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Appendix A: List of some well-known PKCS#11 Device-Specific Files

(Source: Stiftung Secure Information and Communication Technologies SIC)

- aetpkssl.dll (for G&D StarCos and Rainbow iKey 3000)

- ¢s2_pkes11.dll (for Utimaco CryptoServer LAN)

- CccSiglT.dll (for IBM MFC)

- pk2priv.dll (for GemSAFE, old version)

- gclib.dll (for GemSAFE, new version)

- dspkes.dll (for Dallas iButton)

- slbck.dll (for Schlumberger Cryptoflex and Cyberflex Access)

- SetTokl.dll (for SeTec)

- acpkes.dll (for ActivCard)

- psepkecs11.dll (for A-Sign Premium)

- id2cbox.dll (for ID2 PKCS#11)

- smartp11.dll (for SmartTrust PKCS#11)

- pkes201n.dll (for Utimaco Cryptoki for SafeGuard)

- dkck201.dll (for DataKey and Rainbow iKey 2000 series)

- cryptoki.dll (for Eracom CSA)

- AuCryptoki2-0.dll (for Oberthur AuthentIC)

- eTpkes11.dll (for Aladdin eToken, and some Siemens Card OS cards)

- cknfast.dll (for nCipher nFast or nShield)

- cryst201.dll (for Chrysalis LUNA)

- cryptoki.dll (for IBM 4758)

- softokn3.dll (for the Mozilla or Netscape crypto module)

- iveacryptoki.dll (for Rainbow CryptoSwift HSM)

- sadaptor.dll (for Eutron Cryptoldentity or Algorithmic Research MiniKey)
- pkes11.dll (for TeleSec)

- siecap11.dll (for Siemens HiPath Slcurity Card API)

- asepkces.dll (for Athena Smartcard System ASE Card)

- Jopt/SUNWconn/cryptov2/lib/libvpkcs11.so (for SUN Crypto Accelerator 4000, 32-bit libraries)
- fopt/SUNWconn/cryptov2/lib/sparcv9/libvpkcs11.so (for SUN Crypto Accelerator 4000, 64-bit libraries)
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- fopt/SUNWconn/crypto/lib/libpkcs11.so (for SUN Crypto Accelerator 1000, 32-bit libraries)
- Jopt/SUNWconn/crypto/lib/sparcv9/libpkcsil.so (for SUN Crypto Accelerator 1000, 64-bit libraries)
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