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1 V4.4 Release Notes

Proxy Sniffer V4.4 contains the following new features (Major Release 4.4-C):
e Support for Kerberos Authentication has been added.
e Support for Authentication using PKCS#11 Security Devices (support for smart cards and HSMs) has been added: PKCS#11 Manual.

e Email and SMS Alert Notifications can now be released during the execution of a Job. For example if a predefined threshold of the response
times is exceeded, or also if too many errors (session failures) are measured within a configurable interval. Additionally, informative Email and
SMS natifications can also be released when a job cannot be started, when a job starts, when a job crashes (internal error) and when a job has
been completed.

In addition, approximately 50 small enhancements and some bug fixes have been made in Version 4.4. However, none of the new small enhancements
are documented.

The Installation and Configuration Guide,theUs e r 6 s afidulie dmplication Reference Manual have been revised. The Java API
Documentation has been updated.
Important Note: New Java Paths for Proxy Sniffer Version 4.4:

¢ Inthe case where you do not use the Proxy Sniffer Console (that is, when you start Proxy Sniffer V4.4 manually from a terminal command line or
as a Unix daemon), ensure that the Java CLASSPATH contains the files prxsniff.jar, iaik_jce_full.jar, iaikPkcs11Provider.jar, and the Proxy
Sniffer installation directory, and the default directory (.).

e The java option -Xbootclasspath/p:prxsniff.jar must NOT be used any longer (Proxy Sniffer version 4.4 will not work if this option is set).

1.1 New Recommendations for Load Generators (Exec Agents)
We recommend to use 64-Bit UNIX-Like systems as Load Generators (for example Linux-Ubuntu, Solaris or Mac OS X systems) and to use/install
the official JAVA 1.6 (Java 6) 64-Bit version of the Java SDK from SUN Microsystems (Oracle).

For Mac OS X systems: the Java 64-Bit SDK from Apple Inc. is also supported by Proxy Sniffer but this requires that the latest OS X Version 10.6 (Snow
Leopard) is installed.

If you run load generators on Windows Systems we recommend that you reconfigure the Virus Scanner on these systems in such a way that the

HTTP(S) network data transfer is not scanned for viruses. Scanning for viruses on Disk and scanning for viruses in Emails should still be enabled. For
further information see Application Reference Manual chapter 5.1.
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1.2 Version Compatibility

Previous Version Data Files / Starting from Version 4.3-C Compatibility with Version 4.4

Recorded Web Surfing Sessions ("*.prxdat" files) Compatible

Created Load Test Programs ("*.java" and "*.class" files) Compatible

Load Test Results ("*.prxres" files) Compatible

Previous Version Data Files / Version 4.0, 4.1 and Version 4.2 Compatibility with Version 4.4

Recorded Web Surfing Sessions ("*.prxdat" files) Compatible 1 Workaround: you can load any old web surfing session
Created Load Test Programs ("*.java" and "*.class" files) NOT Compatible e o Pt onbrate and comsla the woadl st
Load Test Results ("*.prxres" files) Compatible program again before you can run it on V4.4.

1.3 Installation Notes for the Upgrade to Proxy Sniffer V4.4
Before upgrading, start first the existing Proxy Sniffer version and delete all Load Test Jobs on all Exec Agents by using the Jobs Menu accessible via
the Project Navigator. After deleting all Jobs, the existing Proxy Sniffer version must be un-installed.

Proxy Sniffer Version 4.4 can then be installed. During installation, select the same installation directory that was used in the previous version in order
that the contents of the "MyTests" sub-directory continues to be accessible from the Project Navigator.

Ensure that all additional Exec Agents (Load Generators) are also upgraded to the new Proxy Sniffer Version. Mixing different Proxy Sniffer versions for
the GUI and the (remote) Exec Agents is not supported, and will lead to errors when starting Load Tests.

In case if you have installed the "Firefox Recoding Extension”, we recommend that you check if you

run the latest version 1.4 of the Add-On. Upgrade instructions: first uninstall the old version of the .‘.‘- cﬁ i’f a
"Firefox Recoding Extension". After that download and install the latest version 1.4 from . o 10
https://www.proxy-sniffer.com/download/PrxRecExt1.xpi .

@ :t,;:[hel;: ;Il;shln:];[jts with a button you can dlick to view them
Please note: it is strongly recommend that you hide in Firefox the "Proxy Sniffer Toolbar" when the D e s o sl st . s Remords ey s 26015,
Proxy Snlffer ConSOIe IS nOt runnlng. :;zI:TaV‘:iLd:Ird:t\:rﬁ:Q}ve\hewFageSuur:eufthebruwser‘Thevelldet\un\sdunebyT\dyuraSGMLFarSerFrumWS:.
New GUI License Keys, and new Exec Agent License Tickets, are required for the installation of - _s
Proxy Sniffer V4.4. The Licenses of earlier versions are not valid. Customers possessing an existing N e
valid Upgrade and Maintenance Contract will receive new Licenses at no additional charge during the —
contract maintenance period. —
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1.4 lllustrations of New Functions and Features (Major Release V4.4-C)

1.4.1 Kerberos Authentication and Authentication using PKCS#11 Security Devices:

<} PRY: Personal Settings - Mozilla Firefox

;: http:/f127.0.0.1: 7990 dfischer jwebadmininterface/PopupPersonalSettingsweblet T
e - T @ X Support for Kerberos
30 Loy Sniffer Personal Settings - Proxy Recorder & GUI W W Reqrach close ” PP

Authentication during

Connect to Next Proxy (5] (Proxy Recorder) [] NTLM Authentication [E] (Proxy Recorder) record | ng Of Web
Next Proxy HTTP Host Q Web Browser Protocol |MTLMvZ + Domain surfi ng sessions.
Mext Proxy HTTP Port f . /;’-'{::\‘ Username Password Apply

=, niffer |
Next Proxy HTTP Cache disabled I-._ Local Preay |
Next Proxy HTTPS Host / g [] Kerberos Authentication [E] (Proxy Recorder)
Next Proxy HTTPS Port Username Password |esesssssssss Anply
Next Proxy Auth Username * Web Server Host Names (Full DNS Names)  Additional IP Addresses and Aliases

® Jlan hiod

Next Proxy Auth Password * Web Server J b / Su p pO rt for PKCS#11
No Next Proxy for Host/Domain Annly Add Web Server Host Name (Full DNS Name) Add Secu rity Devices

'Used only for Basic Authentication. For Kerberos Authentication: add Proxy to Kerberos Host Mamesl|l | Kerberos Configuration ikrb5.conf) Additional Settings (krb5LoginMaodule.canf m (Smal’t Cal’dS and

HSMs) during

HTTPS Settings [E] (Proxy Recorder) GUI Settings [3] recording of web
SSL Version W3 v Time Zone ' ECT: (GMT +1:00) Berlin, Bern, Paris, d, Rom, ¥ien Surﬁng Sessions_
SSL Session Cache enabled Number Format * 123'456.00

SSL Session Cache Timeout 10 min » Background Color (hex) # |FFFFFF

Enhanced Compatibility Mode O

HTTPS Response Timeout 1 min  » Apply
HTTPS Client Certificate Authentication - PKCS#12 Files [5] (Proxy Recorder)

File Password

No. Active File
1R ¥ -

This "Wieb Palette Color Picker" has been integrated with friendly permission of Morris Design.
Copyright 1998, Morris Design. All Rights Reserved. For full copyright and terms of use, view HTML source.

HTTPS Client Certificate Authentication - PKCS#11 Device [] ([ " Only temporarily applied until program termination - see helpto change these values permanently

0S-Specific Library * pkes11wrapper.dil |me“ e U T [ T ] 4 | h

Device-Specific Library * |siecapi1.dil | ACCESS tO t e

PIN [senese Siot No.[0 SMS and Emalil

Index Serial No. Active Key Usage Alert Configuration.
0 5229752369694017778 & — nonRepudiation

1 16677589961877030890 & " digitalSignature + keyAgreement

I Done a
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;: http:/f127.0.0,1: 7990 dfischer fwebadmininterfacePopupCreateLoadtest Weblet

< 4 e X © 4% Q4 @& e X

S
-
+4%  Proxy Sniffer H 4
: web Admin Generate HTTP(S) Load Test Program Help N:EJgeacttor Refresh Close Help Namgator gsaer;“ I_Goear::‘er_l_ztset Sessa:ieon Refresh Close
Load Test Program - 12 lems selected: 6 Pages - 6 HTTPIS Requests/iResponses
Java™ Classname: = § KerberosTestd3 Java™ Code Model: small »
Content Test Algorithm: [+] apply {heuristic) methods from recorded session to check received content s —
i Var Handler G @6 8
Character Encoding: |S0-8858-1
- L
*reguired: enter a "simpla” ciassnarme for the ioad tast program, with no path and no file extension. Add Load Test Plug-in: (Step 2) +
Plug-in #1: PKCS#11 Security Device
HTTP Protocol Options [5] Class: PHCS11Suppart class
HTTP Protocol Version: 1.1 % Allow Keep-Alive: Constructed: glokal
Strip Referer Header Field: Strip Accept Header Field to */*; Execution: before ot start of
[ala]4]
Load Test over HTTP(S) Proxy:  [] Apply nest prowy configuration from personal settings
Run-Time Input Parameter:

PIN: PIM [global] v | B3

HTTP / SSL Authentication Options [E]

Basic Authentication: O apply individual Basic Authentication per user from input file (basicauth.bd) Cert. Index [0.n-1 | nane - unassigned] | &b
Digest Authentication: ] (O Apply individual Digest Authentication per user from input file (digestauth.bd) Slat Mo [0.n-1] [none - unassigned] v [#]
(®use commaon Usemarme: Password:
g " Add Plug-in
NTLM Authentication: [ [use cormman NTLM account from Personal Settings menu bl
Kerberos Authentication: s [ flse comrmon Kerberos account fram Personal Setings mend v Plug-in Desciption:
HTTPS Client Certificat 0 use commaon Kerberos account fro Persanal Sings rmenu Provic_!e Support .for PKC.S#H Security Devices Whi_Ch
tper Inputf | search I contain & S50 Client Certificate used for authentication
against web servers,
5
Program Qe®cription; ' = Mates: after generating the load test program yvou have to
T FIP the compiled class of the load test program together
‘recommended: will be dispiaved as hint in Project Navigator = writh the: following files:
% - PECS11 Support.class (this plug-in)
= - pkes Twrapper dll or libpkes11wrapper so (depending on
o ——— YOur operating system))
== - the manufacturer specific DLL-lbrary or S0-lbrary of
your PHCS#11 security device (for example: siecap1 .dl)
__ Plug-In Input Parameter 1: the PIM (password) of the

PHCS#11 security device,
Plug-In Input Parameter 2: the index of the certificate [0..0-1]

Support for Kerberos Support for PKCS#11 usually = 0)
Authentication during Security Devices (smart e e e e PGS
Execution of Load Tests. cards and HSMs) during WARNING: after 3 sftempts of using a wrang FIN many

Execution of Load Tests. E | e i o n = et e oo
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1.4.2 SMS and Email Alert Notifications

Local Exec Agent Remote Exec Agent

Copy —\'/
- Alert =

™ Configuration ~§
Proxy .
Sniffer AlertConfig.xml
GUI SMTP

Server

INTERNET

Clickatell HTTP
SMS Gateway

Email
Client
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