
Ingenieurbüro David Fischer GmbH 
Mühlemattstrasse 61, 3007 Bern 
Switzerland 
 

 

http://www.proxy-sniffer.com 
Email: direct@d-fischer.com 

 
 
 
 

Proxy Sniffer V4.4 
 
 

Release Notes  
 

English Edition  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
© 2009, 2010  Ingenieurbüro David Fischer GmbH        June 5, 2010             All Rights Reserved 

http://www.proxy-sniffer.com/


Proxy Sniffer V4.4 Release Notes                 English Edition
              

  
© 2009, 2010 Ingenieurbüro David Fischer GmbH, Switzerland  All Rights Reserved             Page 2 of 62 

Table of Contents 
 
1 V4.4 Release Notes ...................................................................................................................................................................................................... 4 

1.1 New Recommendations for Load Generators (Exec Agents) .................................................................................................................................. 4 
1.2 Version Compatibility .............................................................................................................................................................................................. 5 
1.3 Installation Notes for the Upgrade to Proxy Sniffer V4.4 ......................................................................................................................................... 5 
1.4 Illustrations of New Functions and Features (Major Release V4.4-C) ..................................................................................................................... 6 

1.4.1 Kerberos Authentication and Authentication using PKCS#11 Security Devices: .............................................................................................. 6 
1.4.2 SMS and Email Alert Notifications ................................................................................................................................................................... 8 

2 V4.3 Release Notes .................................................................................................................................................................................................... 10 
2.1 Illustrations of New Functions and Features (Major Release V4.3-C) ................................................................................................................... 11 

2.1.1 Improved Real Time Monitoring..................................................................................................................................................................... 11 
2.1.1.1 Error Overview (Real Time) .................................................................................................................................................................... 12 
2.1.1.2 Response Time Overview per Web Page and for each URL (Real Time) ............................................................................................... 14 
2.1.1.3 Statistical Overview (Real Time)............................................................................................................................................................. 16 

2.1.2 Simple Job Scheduler ................................................................................................................................................................................... 17 
2.1.3 Extract of Variables from JSON formatted Response Data ............................................................................................................................ 18 
2.1.4 Support for Non-Fatal Errors ......................................................................................................................................................................... 19 
2.1.5 Secondary Curve of Simulated Users ............................................................................................................................................................ 23 
2.1.6 Support for Receiving or Downloading Large Data ........................................................................................................................................ 24 

2.2 Illustrations of Solved Bugs (V4.3-C) .................................................................................................................................................................... 25 
2.2.1 Avoiding Double Clicks during Acquiring Cluster Job Results ........................................................................................................................ 25 
2.2.2 Incorrect Diagram when the Network Connection of the Web Server was temporarily interrupted ................................................................. 26 
2.2.3 Incorrect Diagram of Session Time when temporarily only Failed Sessions have been measured ................................................................ 27 

2.3 Modified Functions ............................................................................................................................................................................................... 28 
2.4 Modified Phrases (GUI) ........................................................................................................................................................................................ 28 
2.5 Version Compatibility ............................................................................................................................................................................................ 28 
2.6 Installation Notes for the Upgrade to Proxy Sniffer V4.3 ....................................................................................................................................... 29 

3 V4.2 Release Notes .................................................................................................................................................................................................... 30 
3.1 New Functions and Features (Minor Release V4.2-P) .......................................................................................................................................... 30 

3.1.1 Firefox Recoding Extension ........................................................................................................................................................................... 30 
3.1.2 Customized Measurement Reports ............................................................................................................................................................... 31 
3.1.3 Additional Functionality for Remote Management of Exec Agents ................................................................................................................. 31 

3.2 New Functions and Features (Major Release V4.2-A) .......................................................................................................................................... 32 
3.2.1 Installation Kit for Mac OS X .......................................................................................................................................................................... 32 
3.2.2 Improved GUI and better Support for the Firefox and Safari Web Browsers .................................................................................................. 32 
3.2.3 Integration with dynaTrace ............................................................................................................................................................................ 32 
3.2.4 Additional Plug-Ins ........................................................................................................................................................................................ 33 
3.2.5 Guide for Developing Own Plug-Ins .............................................................................................................................................................. 34 



Proxy Sniffer V4.4 Release Notes                 English Edition
              

  
© 2009, 2010 Ingenieurbüro David Fischer GmbH, Switzerland  All Rights Reserved             Page 3 of 62 

3.2.6 Additional Configuration Options for Checking HTTP Responses of URL Calls ............................................................................................. 34 
3.2.7 Access to Measurement Results after Temporary GUI License Expiration .................................................................................................... 35 
3.2.8 Additional Diagrams for the Display of Load Test Results ............................................................................................................................. 35 
3.2.9 Additional Diagrams for the Comparison of Load Test Results ...................................................................................................................... 38 
3.2.10 Overhauled and Improved Display of Load Curve Diagrams ......................................................................................................................... 41 
3.2.11 PDF-Reports with Preview Function and Extended Commentary Possibilities............................................................................................... 43 

3.3 Version Compatibility ............................................................................................................................................................................................ 44 
3.4 Installation Notes for the Upgrade to Proxy Sniffer V4.2 ....................................................................................................................................... 44 
3.5 Errors Fixed .......................................................................................................................................................................................................... 45 

3.5.1 Cookie Names containing Special Characters ............................................................................................................................................... 45 
3.5.2 Missing "Pragma" HTTP Header Fields in created Load Test Programs ....................................................................................................... 45 
3.5.3 De-constructor for globally-scoped Plug-Ins .................................................................................................................................................. 45 
3.5.4 Error during Configuration Changes to the MyTests Root Directories in the Project Navigator ...................................................................... 45 
3.5.5 Truncated Annotation Text when Executing Load Test Programs ................................................................................................................. 45 
3.5.6 JavaScript Infinite Loop when Converting Page Scanner Results in Web Sessions ...................................................................................... 45 

3.6 Modified Functions ............................................................................................................................................................................................... 46 
3.6.1 Command Line PdfReport Tool ..................................................................................................................................................................... 46 
3.6.2 Page Scanner Menu in the Web Admin GUI ................................................................................................................................................. 46 

4 V4.1-C Release Notes ................................................................................................................................................................................................. 47 
4.1 Overview .............................................................................................................................................................................................................. 47 
4.2 Compatibility ......................................................................................................................................................................................................... 48 
4.3 Guide to Installation and Upgrade ........................................................................................................................................................................ 48 
4.4 New Licensing Model ........................................................................................................................................................................................... 49 
4.5 New Functionality ................................................................................................................................................................................................. 50 

4.5.1 Job Definition Templates ............................................................................................................................................................................... 50 
4.5.2 Load Test Plug-In Template Generator ......................................................................................................................................................... 51 
4.5.3 Improved Support for XML and SOAP Files .................................................................................................................................................. 55 
4.5.4 Real-Time Commentary ................................................................................................................................................................................ 56 
4.5.5 Measurement of Additional Data using the SNMP Protocol during Test Execution ........................................................................................ 56 
4.5.6 Improved Parsing of Input Files ..................................................................................................................................................................... 58 
4.5.7 Support for the "Digest Authentication" Login Process as well as the WebDAV Protocol............................................................................... 58 
4.5.8 Extraction and Assignment of Variables in HTTP Header Fields ................................................................................................................... 59 
4.5.9 Exporting Data from Error Snapshots ............................................................................................................................................................ 60 
4.5.10 Proxy Sniffer Console for Unix-like Operating Systems ................................................................................................................................. 61 
4.5.11 Insertion of Screenshots on Page Breaks ...................................................................................................................................................... 62 

 
 



Proxy Sniffer V4.4 Release Notes                 English Edition
              

  
© 2009, 2010 Ingenieurbüro David Fischer GmbH, Switzerland  All Rights Reserved             Page 4 of 62 

1 V4.4 Release Notes 
Proxy Sniffer V4.4 contains the following new features (Major Release 4.4-C): 

 Support for Kerberos Authentication has been added. 

 Support for Authentication using PKCS#11 Security Devices (support for smart cards and HSMs) has been added: PKCS#11 Manual.  

 Email and SMS Alert Notifications can now be released during the execution of a Job. For example if a predefined threshold of the response 
times is exceeded, or also if too many errors (session failures) are measured within a configurable interval. Additionally, informative Email and 
SMS notifications can also be released when a job cannot be started, when a job starts, when a job crashes (internal error) and when a job has 
been completed.  

   

In addition, approximately 50 small enhancements and some bug fixes have been made in Version 4.4. However, none of the new small enhancements 
are documented. 
 

The Installation and Configuration Guide, the Userôs Guide and the Application Reference Manual have been revised. The Java API 
Documentation has been updated. 
 
Important Note: New Java Paths for Proxy Sniffer Version 4.4:  

 In the case where you do not use the Proxy Sniffer Console (that is, when you start Proxy Sniffer V4.4 manually from a terminal command line or 
as a Unix daemon), ensure that the Java CLASSPATH contains the files prxsniff.jar, iaik_jce_full.jar, iaikPkcs11Provider.jar, and the Proxy 
Sniffer installation directory, and the default directory (.).  

 The java option -Xbootclasspath/p:prxsniff.jar must NOT be used any longer (Proxy Sniffer version 4.4 will not work if this option is set). 
 

1.1 New Recommendations for Load Generators (Exec Agents) 

We recommend to use 64-Bit UNIX-Like systems as Load Generators (for example Linux-Ubuntu, Solaris or Mac OS X systems) and to use/install 
the official JAVA 1.6 (Java 6) 64-Bit version of the Java SDK from SUN Microsystems (Oracle). 
 
For Mac OS X systems: the Java 64-Bit SDK from Apple Inc. is also supported by Proxy Sniffer but this requires that the latest OS X Version 10.6 (Snow 
Leopard) is installed. 
 
If you run load generators on Windows Systems we recommend that you reconfigure the Virus Scanner on these systems in such a way that the 
HTTP(S) network data transfer is not scanned for viruses. Scanning for viruses on Disk and scanning for viruses in Emails should still be enabled. For 
further information see Application Reference Manual chapter 5.1. 
 

http://www.proxy-sniffer.com/en/doc/UsingPKCS11SecurityDevicesEN.pdf
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1.2 Version Compatibility 

Previous Version Data Files / Starting from Version 4.3-C Compatibility with Version 4.4 

Recorded Web Surfing Sessions ("*.prxdat" files) Compatible 

Created Load Test Programs ("*.java" and "*.class" files) Compatible 

Load Test Results ("*.prxres" files)  Compatible 

 

Previous Version Data Files / Version 4.0, 4.1 and Version 4.2 Compatibility with Version 4.4  

Recorded Web Surfing Sessions ("*.prxdat" files) Compatible ¹ Workaround: you can load any old web surfing session 

(*.prxdat file) into V4.4 by using the Project Navigator. 
After that you have to generate and compile the load test 
program again before you can run it on V4.4. 

Created Load Test Programs ("*.java" and "*.class" files) NOT Compatible ¹ 

Load Test Results ("*.prxres" files)  Compatible 

1.3 Installation Notes for the Upgrade to Proxy Sniffer V4.4 

Before upgrading, start first the existing Proxy Sniffer version and delete all Load Test Jobs on all Exec Agents by using the Jobs Menu accessible via 
the Project Navigator. After deleting all Jobs, the existing Proxy Sniffer version must be un-installed. 
 
Proxy Sniffer Version 4.4 can then be installed. During installation, select the same installation directory that was used in the previous version in order 
that the contents of the "MyTests" sub-directory continues to be accessible from the Project Navigator.  
 
Ensure that all additional Exec Agents (Load Generators) are also upgraded to the new Proxy Sniffer Version. Mixing different Proxy Sniffer versions for 
the GUI and the (remote) Exec Agents is not supported, and will lead to errors when starting Load Tests. 
 
In case if you have installed the "Firefox Recoding Extension", we recommend that you check if you 
run the latest version 1.4 of the Add-On. Upgrade instructions: first uninstall the old version of the 
"Firefox Recoding Extension". After that download and install the latest version 1.4 from  
https://www.proxy-sniffer.com/download/PrxRecExt1.xpi . 
 
Please note: it is strongly recommend that you hide in Firefox the "Proxy Sniffer Toolbar" when the 
Proxy Sniffer Console is not running. 
  
New GUI License Keys, and new Exec Agent License Tickets, are required for the installation of 
Proxy Sniffer V4.4. The Licenses of earlier versions are not valid. Customers possessing an existing 
valid Upgrade and Maintenance Contract will receive new Licenses at no additional charge during the 
contract maintenance period. 

https://www.proxy-sniffer.com/download/PrxRecExt1.xpi
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1.4 Illustrations of New Functions and Features (Major Release V4.4-C) 

1.4.1 Kerberos Authentication and Authentication using PKCS#11 Security Devices: 

 
 

Support for Kerberos 
Authentication during 
recording of web 
surfing sessions. 

Support for PKCS#11 
Security Devices 
(smart cards and 
HSMs) during 
recording of web 
surfing sessions. 

Access to the 
SMS and Email  
Alert Configuration. 
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Support for Kerberos 
Authentication during 
Execution of Load Tests. 
Execution. 

Support for PKCS#11 
Security Devices (smart 
cards and HSMs) during 
Execution of Load Tests. 
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1.4.2 SMS and Email Alert Notifications 

 
 
 
 
 
 
 














































































































