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Important Note: New Java Paths for Proxy Sniffer Version 4.4:  

 In the case where you do not use the Proxy Sniffer Console (that is, when you start 
Proxy Sniffer V4.4 manually from a terminal command line or as a Unix daemon), 
ensure that the Java CLASSPATH contains the files prxsniff.jar, iaik_jce_full.jar, 
iaikPkcs11Provider.jar, and the Proxy Sniffer installation directory, and the 
default directory (.).  

 The java option -Xbootclasspath/p: must NOT be used any longer (Proxy Sniffer 
version 4.4 will not work if this option is set). 
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1 Introduction 
This document contains a short description of the Proxy Sniffer architecture (chapter 2), 
followed by detailed descriptions of all programs delivered with the Proxy Sniffer product 
(chapter 3). Chapter 3.6 also contains information about how to install Proxy Sniffer on Unix-
like systems. 
 
In addition, this document contains information about scripting load test programs (chapter 4), 
and tuning load releasing systems (chapter 5). 
 
At the end of the document, you will find a list of all supported time zones (chapter 6), as well 
as a list of the Proxy Sniffer configuration files (chapter 7). 
 
 

2 The Proxy Sniffer Architecture 
 
Image 1: Web Surfing Session Recording 
 

 
 
The product contains four integrated server types: 
 

1. The Proxy Sniffer Server. Acts as special proxy server and is able to record entire 
Web surfing sessions, which are stored inside its transient memory. This special proxy 
server decrypts HTTPS connections automatically, on-the-fly, by using built-in SSL 
tunnels. Cascading the Proxy Sniffer Server with an (already existing) outgoing proxy 
server is supported. In case NTLM authentication or HTTPS client certificates are 
required for (target) Web server authentication, these authentication elements can be 
loaded into the Proxy Sniffer Server, enabling the Proxy Sniffer Server to perform 
authentication against the (target) Web server ï instead of the Web browser. 
Recording a Web surfing session over several target Web servers is also supported. 
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2. The Web Admin Server. GUI.  This is a thin HTTP Web server which retrieves its 
static contents directly from prxsniff.jar. It is used to control the Proxy Sniffer Server, 
and to manage its recorded data by offering a graphical user interface, or GUI. The 
Web Admin Server displays the (transient) data of a recorded Web surfing session on 
its GUI, and supports storing/loading Web surfing sessions to/from disk (*.prxdat files). 
In addition, it supports the generation and compilation of load test programs (*.java), 
the starting and controlling of load test jobs, and the reading and display of load test 
result files (*.prxres files). 

 
3. The Exec Agent Server. Executes load test programs as ñJobsò, and works closely 

with the Web Admin Server. One Exec Agent Server is able to run several load test 
jobs at the same time by using its own virtual Java CPU for each load test job. The 
communication between the Web Admin Server and the Exec Agent Server usually 
runs over plain TCP/IP connections (port 7993). Alternatively, this communication can 
be performed via HTTP or HTTPS tunneling over outgoing proxy servers -  a feature 
which allows communication with external Exec Agent Servers located on (external) 
hosting centers. 

 
4. The Cluster Job Controller. Executes load test programs as ñCluster Jobsò.  The 

controller is able to distribute (and split) a single load test program over an unlimited 
number of Exec Agent Servers, and is able to merge the load test results of all of the 
Exec Agents into a single unified result. The Cluster Job Controller works closely with 
the Web Admin Server and the Exec Agent Server(s), and must be started on the host 
running the Web Admin Server. Several Cluster Jobs can run at the same time by 
using the same, or a different collection of, Exec Agent Servers.  

 
All these four types of servers can be started individually on Windows as well as on Unix-like 
systems. 
 
Note: on Windows, Mac OS X and Ubuntu systems, all four servers can be locally started all at 
once by clicking on the installed desktop-icon ñProxy Sniffer Consoleò. The ñProxy Sniffer 
Consoleò can also be started on other Unix-like systems (Solaris, Linux, BSD é) ï as 
described in chapter 3.5 . 
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To run heavy load tests with hundreds or thousands of virtual users, we recommend that 
you combine several Exec Agent Servers into a virtual ñExec Agent Clusterò. The Proxy Sniffer 
product is able to handle ñdistributedò load tests completely transparent to the user, in the 
same manner as load tests started from a single host. 
 
 
Image 2: Load Test Execution 
 

 
 
 
 
Image 3: Web Admin ï Exec Agent and Exec Agent Cluster Definition 
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3 Application Reference Manual 
This chapter describes all command-line options of the built-in servers and utilities, as well as 
all command-line options associated with the automatically-generated load test programs. 
 
All product-related functionality, as well as all libraries used during the execution of a 
generated load test program, have been packed inside a single file: the Java archive 
prxsniff.jar. The only prerequisites for starting a program or utility are that the Java SDK 1.5 
or 1.5 (5 or 6) must be installed on the system, and the files prxsniff.jar and iaik_jce_full.jar 
and the Proxy Sniffer installation directory must be contained in the Java CLASSPATH. Note 
that on Windows systems, the SDK is included as part of the installation kit, and does not 
need to be installed separately. On Mac OS X, the Java SDK is also preinstalled. 
 
Special Notes for Java: 
 

Proxy Sniffer uses its own encryption library which contains additional classes; therefore all 
Proxy Sniffer programs must be started such that the Proxy Sniffer libraries prxsniff.jar 
and iaik_jce_full.jar are found inside the CLASSPATH. 
 
 

 
Special Notes for Mac OS X Servers: 
 

On Mac OS X Servers which do not have an X11 display (no graphics card installed) you must 
additionally use the java option - Djava.awt.headless=true  when starting Proxy Sniffer or 

when starting an Exec Agent. 
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3.1 Proxy Sniffer Server 
 
Invocation: 

  
java ProxySniffer   [ - tz <timezone>]  

  [ - dgs a | c]  

 [ - WebAdmin]  

 [ - ExecAgent]  

 [ - JobController]  

 [ - jobdir <directory>]  

 [ - clusterjobdir <directory>]  

 [ - enableRemoteOsCommands]  

 [ - guitimeout <seconds>]  

 [ - dh]  

 [ - dcontent ]  

 [ - ssl <version>]  

 [ - ssltunneloption a  | b ]    

 [ - ssltunneltimeout <seconds> ]   

[ - h] [ - help]  

 

Created TCP/IP server ports: 
 

Port Number Description 

7990 Web Admin HTTP port. This port will only be created if the option 
 -WebAdmin has been set.  

7993 Exec Agent port. This port will only be created if the option 
 -ExecAgent has been set. 

7995 (Cluster) Job Controller port. This port will only be created if the option 
 -JobController has been set. 

7997 HTTPS proxy client port, used by the recording Web browser 

7998 Data port, used for internal communication with the Web Admin server 

7999 HTTP proxy client port, used by the recording Web browser 

15000é15000 + n Dynamic port range of SSL tunnels. Used only for internal communication 
on the localhost. Every browser request for an additional target HTTPS 
Web server will cause the Proxy Sniffer Server to create a new SSL tunnel 
with a faked server certificate.  If the recorded surf-session calls only one 
HTTPS server, only one tunnel will be created, and only one port will be 
used. 

 
 

 
Example: 
 
SET CLASSPATH=.;prxsniff.jar; iaik_jce_full.jar  

j ava - Xmx1024m ProxySniffer  ïWebAdmin - JobController - ExecAgent  

- tz PNT  ïdgs c  

 

or on Unix - like systems:  

 

export CLASSPATH=.:prxsniff.jar:iaik_jce_full.jar  

nohup java - Xmx1024m ProxySniffer - WebAdmin - JobController ïExecAgent  

- tz PNT ïdgs c 2>&1 > ProxySniffer.log &  
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List of all supported options: 
 

[ - tz <timezone>]  

Sets a time zone for the current date and time of the server. The default time zone is ECT. 
See also chapter 6: Supported Time Zones. Alternatively, this option can also be configured 
on Windows and Mac OS X systems in the prxsniff.dat file (see chapter 7). 
 
[ - dgs a  |  c]  

Sets the number format.  a = apply apostrophe as decimal grouping separator (example: 
123ô456.00). c = apply comma  as decimal grouping separator (example: 123,456.00). The 
default value is ñaò. Alternatively, this option can also be configured on Windows and Mac OS 
X systems in the prxsniff.dat file (see chapter 7). 
 
[ - WebAdmin]  

Starts the Proxy Sniffer Server together with the Web Admin HTTP server ï inside the same 
program. Please note that the Web Admin server can also started as a stand-alone program 
with the command ñjava WebAdminò. 
 

[ - ExecAgent]  

Starts the Proxy Sniffer Server together with a local Exec Agent server ï inside the same 
program. Please note that the Exec Agent server can also started as a stand-alone program 
with the command ñjava ExecAgentò ï on a Windows system as well as on a Unix system. 
 
[ - JobController]  

Starts the Proxy Sniffer Server together with the (Cluster) Job Controller server ï inside the 
same program. Please note that the Job Controller server can also started as a stand-alone 
program with the command ñjava JobControllerò. 
 
[ - jobdir <directory>]  

Sets the working directory of the Exec Agent. The default temporary directory of the operating 
system will be used as working directory if this option is not set (subdirectory: 
óPrxExecAgentJobsô). Alternatively, this option can also be configured on Windows and Mac 
OS X systems in the prxsniff.dat file (see chapter 7). 
 
[ - clusterjobdir <directory>]  

Sets the working directory of the Job Controller. The default temporary directory of the 
operating system will be used as working directory if this option is not set (subdirectory: 
óPrxClusterJobsô). Alternatively, this option can also be configured on Windows and Mac OS X 
systems in the prxsniff.dat file (see chapter 7). Note: you cannot use the same working 
directory for the Exec Agent and for the Job Controller ï you have to use two different (sub-) 
directories. 
 
[ - enableRemoteOsCommands]  

Allows to execute operating system commands which are remotely released by using the 
PrxJob utility (see chapter 4.3). Alternatively, this option can also be configured on Windows 
and Mac OS X systems in the prxsniff.dat file (see chapter 7). Note: this option should not 
be enabled in insecure operating environments.  
 
[ - guitimeout <seconds>]  

Sets the request timeout in seconds of the Web Admin GUI. The default value is 420 seconds. 
Alternatively, this option can also be configured on Windows and Mac OS X systems in the 
prxsniff.dat file (see chapter 7). 
. 
[ - dh]  

Debug HTTP headers: the proxy server displays the exchanged HTTP header (-fields) on 
standard output. 
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[ - dcontent]  

Debug HTTP content: the proxy server displays the exchanged HTTP content on standard 
output. 
 
[ - ssl <version>]  

Allows the setting of a fixed SSL protocol version for the recording of encrypted Web surfing 
sessions. Possible values are ñallò (automatic detection of v2/v3/tls ï recommended default 
value), ñv2ò, ñv3ò, or ñTLSò (fixed protocol version).  
 
[ - ssltunneloption a  | b]  

If you encounter problems with the integrated SSL tunnels, you may switch from tunnel option 
b (the default), to tunnel option a. This option is not normally needed. 
 

[ - ssltunneltimeout <seconds>]  

The maximum time in seconds an SSL tunnel will wait for a response from the HTTPS Web 
server. The default is 60 seconds. This option is not normally needed. 
 
[ - h] or [ - help]  

Displays a short help text about all Proxy Sniffer server options.  
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3.2 Web Admin Server 
 
Invocation: 

  
java WebAdmin  [ - tz <time zone>]  

  [ - dgs a | c]  

 [ - guitimeout <seconds>]  

 [ - port  <number> ]  

 [ - remote < hostname> ]  

 [ - debug]  

 [ - h] [ - help]  

 

 

Created TCP/IP server port: 
 

Port Number Description 

7990 Web Admin HTTP port. Displays the recorded web surfing session, and 
allows the management of the Proxy Sniffer Server by using a Web 
browser. Allows the generation of load test programs, and starting them as 
remote jobs on Exec Agent servers. 

 
The Web Admin server always requires a ñliveò network connection to the Proxy Sniffer Server 
data port 7998. If the option -remote is not used, the Web Admin server will try to connect to a 
Proxy Sniffer Server on the localhost (127.0.0.1). 
 
 
Example: 
 
j ava ïXmx768m WebAdmin - tz PNT  ïdgs c  

 

 

List of all supported options: 
 

- tz <timezone>  

Sets a time zone for the current date and time of the server. The default time zone is ECT. 
See also chapter 6: Supported Time Zones. 
 
[ - dgs a  |  c]  

Sets the number format.  a = apply apostrophe as decimal grouping separator (example: 
123ô456.00). c = apply comma  as decimal grouping separator (example: 123,456.00). The 
default value is ñaò. 
 
[ - guitimeout <seconds>]  

Sets the request timeout in seconds of the Web Admin GUI. The default value is 420 seconds. 
 
[ - port <number>]  

Starts the HTTP Web Admin server on a port other than 7990. 
 
[ - remote <host>]  

Specifies a host other than localhost (127.0.0.1) to connect to the Proxy Sniffer Server. 
 
[ - debug]  

Enables debugging of the integrated Femto Web server. 
 
[ - h]  or [ - help]  

Displays a short help text about all Web Admin options.  
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3.3 Exec Agent Server 
 
Invocation: 

  
java ExecAgent  [ - t z <timezone>]  

  [ - dgs a | c]  

[ - jobdir <directory>]  

  [ - enableJobSecurityManager ]  

  [ - enableRemoteOsCommands]  

  [ - plain <port - number>]   

  [ - http <port - number>]  

[ - https <port - number>]  

  [ - bind <ip - address>]   

  [ - restrict <ip - address>[, ip - address]]   

  [ - webserver]  

[ - debug]   

  [ - auth <base64autorisation>]  

  [ - h]  [ - help]  

 

 

Created TCP/IP server port: 
 

Port Number Description 

7993 ExecAgent server port. Allows the execution of several load test programs 
at the same time. Note that this port can be changed by the options -plain, 
or -http, or -https. 

 
 
Example: 
 
SET CLASSPATH=.;prxsniff.jar; iaik_jce_full.jar  

java ïXmx768m ExecAgent - tz PNT ïdgs c  

 

or on Unix - like systems:  

 

export CLASSPATH=.:prxsniff.jar:iaik_jce_full.jar  

nohup java ïXmx768m ExecAgent - tz PNT  ïdgs c 2>&1 > ExecAgent.log &  

 

 
If the - jobdir  parameter is not set, the Exec Agent server uses the sub-directory 

"PrxExecAgentJobs", inside the system-wide temporary directory "java.io.tmpdir", as its 
ñscratch areaò (working directory). 
 
Windows example: C:\DOCUME~1\miller\LOCAL~1\Temp\ PrxExecAgentJobs. 
 
The sub-directory is automatically created if it does not exist. 
 
 
List of all supported options: 
 

[ - tz <timezone> ]  

Sets a time zone for the current date and time of the server. The default time zone is ECT. 
See also chapter 6: Supported Time Zones. Alternatively, this option can also be configured 
on Windows and Mac OS X systems in the prxsniff.dat file (see chapter 7).   
 
[ - dgs a|c]  
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Sets the number format.  a = apply apostrophe as decimal grouping separator (example: 
123ô456.00). c = apply comma  as decimal grouping separator (example: 123,456.00). The 
default value is ñaò. Alternatively, this option can also be configured on Windows and Mac OS 
X systems in the prxsniff.dat file (see chapter 7).   
 
[ - jobdir <directory>]  

Sets the working directory of the Exec Agent server. Alternatively, this option can also be 
configured on Windows and Mac OS X systems in the prxsniff.dat file (see chapter 7).   
 

[ - enableJobSecurityManager ]  

Enables a security sandbox which is applied for all load test jobs (all executed load test 
programs) which are started by the Exec Agent. The security sandbox protects the operating 
system on which the Exec Agent is running to be damaged or hacked by using malicious java 
code which is manually programmed inside a load test program or inside a load test plug-in. 
Enabling of the security sandbox has the following effect: 

 The load tests programs cannot create new operating system processes (for example, 
shell scripts cannot be called from the load test programs).  

 The load tests programs cannot write and delete files which are located outside the job 
directory of the current load test job. 

 The load test programs cannot open new network connections to the (own) local host on 
which the Exec Agent is running. 

 

Hint: it is additionally recommended that you start the Exec Agent without root or administrator 
privileges. 
 

[ - enableRemoteOsCommands]  

Allows to execute operating system commands which are remotely released by using the 
PrxJob utility (see chapter 4.3). Alternatively, this option can also be configured on Windows 
and Mac OS X systems in the prxsniff.dat file (see chapter 7). Note: this option should not 
be enabled in insecure operating environments. Hint: if you enable this option you may 
additionally use the option -restrict <ip-address>[,ip-address]] to avoid calling the Exec 
Agent from unwanted remote systems. 
 
[ - plain <port - number>]  

Starts the Exec Agent by applying the plain/raw protocol to communicate with the Web Admin  
on a specified port, other than the default port 7993. 
 
[ - http <port - number>]  

Starts the Exec Agent by applying the HTTP protocol to communicate with the Web Admin. 
 
[ - https <port - number>]  

Starts the Exec Agent by applying the encrypted HTTPS protocol to communicate with the 
Web Admin. 
 
[ - bind <ip - address>]  

Binds the TCP/IP server port to a particular IP address of a local network interface (default: 
bind to all local IP addresses ï and to all local network interfaces). 
 
[ - restrict < ip - address>[, ip - address]]  

Restricts the usage of the Exec Agent to a list of remote TCP/IP addresses (IP address filter 
used to deny calls of the Exec Agent from unwanted remote systems). By default ï if this 
option is not used ï the Exec Agent can be called from any remote system. 
 

[ - webserver]  

Enables the integrated Femto Web Server in order that the Exec Agent will serve also static 
files such as Web pages, or dynamic content generated by weblets. This option is only 
supported if the Exec Agent was started with the -http or -https option. 

http://www.d-fischer.com:83/


Proxy Sniffer V 4.4  Application Reference Manual 

© 2010 Ingenieurbüro David Fischer GmbH All Rights Reserved         June 5, 2010 Page 15 / 103 

[ - debug]  

Enables the debugging of the integrated Femto Web Server. This option is only supported if 
the Exec Agent was started with -http or -https. 
 

[ - auth <base64autorisation>]  

Protects the usage of the Exec Agent with an username and password, which must set as a 
base64-encoded argument;  for example: test:access ¶ dGVzdDphY2Nlc3M=). You can use 
the base64 text transformation utility located inside the tools menu of the Web Admin GUI to 
encode a username:password in the base64 format. This option is only supported if the Exec 
Agent was started with the -http or -https option. 
 
[ - h]  or [ - help]  

Displays a short help text about all Exec Agent options.  
 

http://www.d-fischer.com:83/
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3.4 Job Controller Server 
 
Invocation: 
  
java JobController  [ - tz <timezone>]  

[ - dgs a | c]    

     [ - jobdir <directory>]  

   [ - h]  [ - help]  

 

 

Created TCP/IP server port: 
 

Port Number Description 

7995 Job Controller server port. Able to distribute (and split) a single load test 
program over an unlimited number of Exec Agent servers and able to 
merge the load test results of all of the Exec Agents to a single united 
result. 

 
Example: 
 
java - Xmx768m JobContr ol ler - tz PNT  ïdgs c  

 
 
If no -jobdir parameter is set, the Job Controller server uses the sub-directory 
"PrxClusterJobs" inside the system wide temporary directory "java.io.tmpdir" as its ñscratch 
areaò (working directory). 
 
Example: C:\DOCUME~1\miller\LOCAL~1\Temp\ PrxClusterJobs. 
 
The sub-directory is automatically created if it does not exist. 
 
 
List of all supported options: 
 

[ - tz <timezone> ]  

Sets a time zone for the current date and time of the server. The default time zone is ECT. 
See also chapter 6: Supported Time Zones. 
 
[ - dgs a  |  c]  

Sets the number format.  a = apply apostrophe as decimal grouping separator (example: 
123ô456.00). c = apply comma  as decimal grouping separator (example: 123,456.00). The 
default value is ñaò. 
 
[ - jobdir <directory>]  

Sets the working directory of the Job Controller server. 
 
[ - h]  or [ - help]  

Displays a short help text about all Job Controller options.  
 
 
 
 
 
 
 



Proxy Sniffer V 4.4  Application Reference Manual 

© 2010 Ingenieurbüro David Fischer GmbH All Rights Reserved         June 5, 2010 Page 17 / 103 

3.5 Proxy Sniffer Console 
Description: starts all 4 servers of the product (Proxy Sniffer, Exec Agent, Web Admin and Job 
Controller) in one process and displays additionally a console window. If the console window 
is closed all 4 servers are terminated immediately. 
 

 
 
 
 
Invocation: 

  
java ProxySniffer Console   [ - tz <timezone>]  

 [ - dgs a | c]  

 [ - jobdir <directory>]  

 [ - clusterjobdir <directory>]  

 [ - enableRemoteOsCommands]  

 [ - guitimeout <seconds>]  

 

  

Example: 
 
SET CLASSPATH=.;prxsniff.jar; iaik_jce_full.jar       (Windows)  

export CLASSPATH=.:prxsniff.jar:iaik _jce_full.jar    (Unix - like systems)  

 

java ïXmx1024m ProxySnifferConsole  - tz PNT ïdgs c  
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List of all supported options: 
 

[ - tz <timezone>]  

Sets a time. The default time zone is ECT. See also chapter 6: Supported Time Zones. 
Alternatively, this option can also be configured on Windows and Mac OS X systems in the 
prxsniff.dat file (see chapter 7). 
 
[ - dgs a | c]  

Sets the number format.  a = apply apostrophe as decimal grouping separator (example: 
123ô456.00). c = apply comma  as decimal grouping separator (example: 123,456.00). The 
default value is ñaò. Alternatively, this option can also be configured on Windows and Mac OS 
X systems in the prxsniff.dat file (see chapter 7). 
 
[ - jobdir <directory>]  

Sets the working directory of the Exec Agent. The default temporary directory of the operating 
system will be used as working directory if this option is not set (subdirectory: 
óPrxExecAgentJobsô). Alternatively, this option can also be configured on Windows and Mac 
OS X systems in the prxsniff.dat file (see chapter 7). 
 
[ - clusterjobdir <directory>]  

Sets the working directory of the Job Controller. The default temporary directory of the 
operating system will be used as working directory if this option is not set (subdirectory: 
óPrxClusterJobsô). Alternatively, this option can also be configured on Windows and Mac OS X 
systems in the prxsniff.dat file (see chapter 7). Note: you cannot use the same working 
directory for the Exec Agent and for the Job Controller ï you have to use two different (sub-) 
directories. 
 
[ - enableRemoteOsCommands]  

Allows to execute operating system commands which are remotely released by using the 
PrxJob utility (see chapter 4.3). Alternatively, this option can also be configured on Windows 
and Mac OS X systems in the prxsniff.dat file (see chapter 7). Note: this option should not 
be enabled in insecure operating environments.  
 

[ - guitimeout <seconds>]  

Sets the request timeout in seconds of the Web Admin GUI. The default value is 420 seconds. 
Alternatively, this option can also be configured on Windows and Mac OS X systems in the 
prxsniff.dat file (see chapter 7). 
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3.6 Unix Examples 

3.6.1 Starting the Exec Agent Server on a SUN/Solaris System manually 
[~/prxsniff] # ls  

ExecAgentTicket.dat iaik_jce_full.jar  prxsniff.jar   

[ ~/prxsniff] # export CLASSPATH= .:prxsniff.jar : iaik_jce_full.jar  

[~/prxsniff] # java - Xmx768m ExecAgent  ïtz ECT ïdgs c  

 

+---------------------------------------------------------------- + 

| Proxy Sniffer V4.4 - C                                           |  

| Welcome to the Proxy Sniffer Exec Agent                        |  

| Copyright by Ingenieurbuer o David Fischer GmbH, Switzerland    |  

| http://www.proxy - sniffer.com                                   |  

| All Rights Reserved                                            |  

+---------------------------------------------------------------- + 

 

### [startup se ttings]  

###  

### exec agent port = 7993  

### exec agent bind address = [all local tcp/ip addresses]  

### exec agent protocol = plain  

### working directory = /tmp/PrxExecAgentJobs  

### execution of remotely feed in os commands = disabled  

### security manager fo r load test jobs = disabled  

### time zone = ECT  

###  

### java interpreter = java  

### CLASSPATH = 

.:/home/ miller /ProxySniffer/prxsniff.jar:/home/ miller /ProxySniffer:/home/ miller /ProxySniffer/ia

ik_jce_full.jar:/home/ miller /ProxySniffer/iaikPkcs11Provider.jar  

### - Xbootclasspath/p: =  

### - Xmx (Megabytes) = 256  

### java interpreter options =  

###  

### [end of startup settings]  

 

### [exec agent ticket data]  

### ticket type = standard  

### ticket allows remote jobs = yes  

### max local virtual users for this exec ag ent = 1000  

### currently running virtual users on this exec agent = 0  

### [end of exec agent ticket data]  

 

06 Jun 2010 21:28:23.846 | exec agent | exec agent socket successful created on port 7993  

06 Jun 2010 21:28:23.846 | exec agent | exec agent ready  

 

 

The configuration file javaSetup.dat is created automatically if it does not exist.  You may 
modify this file;  for example, you may alter ñjavaXmx=256ò to ñjavaXmx=768ò to specify 768 
megabytes memory for each load test job (note - do not enter ñ768mò, enter only ñ768ò).    



Proxy Sniffer V 4.4  Application Reference Manual 

© 2010 Ingenieurbüro David Fischer GmbH All Rights Reserved         June 5, 2010 Page 20 / 103 

3.6.2 Installing the Exec Agent Server on a SUN/Solaris System as a 
Daemon 

You need root privileges to install the Exec Agent server as a daemon. A suggested procedure 
is as follows: 
 

1. Create the account prxsniff and set its home directory to /export/home/prxsniff 

2. Create the Directory /export/home/prxsniff and make sure that the account prxsniff 
has write access to this directory 

3. Copy the files prxsniff.jar and iaik_jce_full.jar into this directory (you may copy these 
files from a Windows, Ubuntu or Mac OS X installation) 

4. Using vi, create the file ExecAgentTicket.dat inside this directory and add the text 
containing your Exec Agent license ticket 

5. Using vi, create the file /etc/rc3.d/S98prxsniff and add the lines shown below  

6. Change the file protection of /etc/rc3.d/S98prxsniff such that it can be executed as 
script;  that is, add execute permissions 

7. Run the command /etc/rc3.d/S99prxsniff start 

  
#!/bin/sh  

# Startup for Proxy Sniffer Exec Agent  

# 

case "$1" in  

'start')  

        echo "Starting Proxy  Sniffer Exec Agent ..."  

        cd /export/home/prxsniff  

        CLASSPATH=.:prxsniff.jar : iaik_jce_full.jar  

        export CLASSPATH  

        su -  prxsniff - c "nohup java - Xmx768m ExecAgent - jobdir /export/home/prxsniff ïtz ECT ï

dgs a > prxsniff.log 2>&1 &"  

        ;;  

'stop')  

        for proc in ExecAgent  

        do 

                PID=`ps - o pid,args - e | grep ${proc} | egrep - v grep | awk '{print $1}'`  

                if [ ! - z "$PID" ] ; then  

                        echo "Proxy Sniffer Exec Agent with p id : $PID stopped"  

                        kill - 9 ${PID} 1> /dev/null 2>&1  

                fi  

        done  

        ;;  

*)  

        echo "Usage: $0 { start | stop }"  

        ;;  

esac  

exit 0  
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3.7 Starting Proxy Sniffer as a Windows Service 
Special Note for Windows Vista and Windows 7 Systems: 
 

On Windows Vista and on Windows 7 systems you have to disable ñUser Account Controlò 
(UAC) in order that the Windows Service starts successful. 
 

3.7.1 Starting the Exec Agent as a Windows Service 

For Windows systems which are used only as a member of an Exec Agent Cluster, or which 
are used only as remote load releasing system, you can start the Exec Agent as a Windows 
Service.   
 
Follow the instructions contained in the file InstallExecAgentService.bat. This file is located 
in the Proxy Sniffer installation directory. 
 

3.7.2 Starting the Proxy Sniffer GUI as a Windows Service 

Follow the instructions contained in the file InstallProxySnifferService.bat. This file is located 
in the Proxy Sniffer installation directory. 
 
This service will start the components "ProxySniffer", "WebAdmin" and "JobController". 
 

3.7.3 Additional Notes for Windows Services 

If an Exec Agent Service or a GUI Service is already installed, you have first to stop the 
service and then to uninstall the service before your modifications in 
InstallExecAgentService.bat or in InstallProxySnifferService.bat are considered by the 
Windows operating system. 
 
Proceed as follows: 

1.  Stop the corresponding service manually 

2.  Call UninstallExecAgentService.bat respectively UninstallProxySnifferService.bat 

3.  Make your modifications in InstallExecAgentService.bat or in 
InstallProxySnifferService.bat 

4.  Call InstallExecAgentService.bat respectively InstallProxySnifferService.bat 

 

3.7.4 Upgrades from earlier Proxy Sniffer Versions 

If you upgrade to Proxy Sniffer Version 4.4 ï and if you have already started the Exec Agent 
as a service ï you have also first to stop and uninstall the service. This should be made before 
the earlier Proxy Sniffer version is uninstalled. 
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3.8 Load Test Program Arguments 
All automatically-generated load test programs have some common options available: 
  
j ava <class - name>  [ - u < concurrent user s> * ]  

                  [ - d <duration - seconds > * ]  

                  [ - t < timeout - seconds>  * ]   

                  [ - log | - nolog *]   

                  [ - maxloops  <loops - per - user> ]  

                  [ - sdelay <milliseconds>]  

                  [ - downlink <Kbps>]  

                  [ - uplink <Kbps>]  

                  [ - sampling <seconds>]  

                  [ - percpage ] <percent>]  

                  [ - percurl] <percent>]  

                  [ - maxerrsnap <number>]  

                  [ - maxerrmem <megabytes>]  

                  [ - multihomed <input file>]  

                  [ - ssl <version>]  

                  [ - sslcache <timeout - seconds>]  

                  [ - sslcreset]  

                  [ - sslcmode]  

                  [ - res <filename>] | [ - nores]  

                  [ - dl][ - dh][ - dc] [ - dC][ - dK][ - dssl]  

                  [ - h] [ - help]  

                  [ - tz <time - zone>]  

                  [ - dgs a  |  c]  

                  [ - annotation <free text>  

 [ - h]  [ - help]  

 

*  mandatory program argument 
 

 

 

List of all supported options: 
 

- u < concurrent user s> 

Number of emulated, concurrent users. 
 
- d <duration - seconds > 

Planned test duration in seconds. 
 
- t <timeout - seconds>  

Timeout in seconds per single URL call. If this timeout expires, the URL call will be reported as 
an error (no response from Web server), and the current loop (Web surfing session) of the 
emulated user is aborted. The emulated user will then continue with the next loop.  
 
- log  

Writes the periodic statistical data and the thread-logs of failed Web surfing sessions to an 
ASCII/text file. A log file is usually not needed ï the binary result file contains all performance 
and error data for later analysis.  
Note: if the load test program is started by an Exec Agent this option must never be used 
because the standard output is already collected in the job output file. It is strongly 
recommended to use always the - nolog  option. 

 
- nolog  

Do not ask for an additional log file (no log file) ï recommended option.  
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- maxloops < loops - per - user > 

Limits the maximum number of loops per user (default: 0 = unlimited). 
 
- sdelay <milliseconds>  

Alters the startup delay of the concurrent users (startup ramp of load). The default value is 200 
milliseconds. 
 
- downlink <Kbps>  

Limits the network bandwidth per concurrent user (in kilobits per second) for the downlink 
(Web server to Web browser/load test) 
 
- uplink <Kbps>  

Limits the network bandwidth per concurrent user (in kilobits per second) for the uplink (Web 
browser/load test to Web server) 
 
- sampling <seconds>  

Alters the statistics sampling interval applied during the load test. The default value is 15 
seconds. If you run a load test over several hours, it is recommended that you increase the 
statistics sampling interval. If the load test lasts only a few seconds, you may decrease this 
sampling interval. 
 
- percpage <percent>  

Alters the sampling rate of percentile statistics data for Web pages. If > 0%, it enables the 
display of percentile response time diagrams for each Web page in the Analyse Load Test 
Details menu. (default value: 100%). 
 
- percurl <percent>  

Alters the sampling rate of percentile statistics data for URL calls. If > 0%, it enable the display 
of percentile response time diagrams for each URL call in the Analyse Load Test Details 
menu. (default value: 20%). 
 

- maxerrsnap <number>  

Limits the maximum number of error snapshots per URL ï counted per Exec Agent (default 
value: 0 = unlimited). Note: using this option is not recommended. 
 
- maxerrmem <megabytes>  

Limits the maximum memory in megabytes used to store all error snapshots ï counted overall 
Exec Agents (default value: 20, unlimited: -1). Note: using greater values than 100 or a value 
of -1 (unlimited) is not recommended. 
 
- multihom ed <input file > 

The effect of this option is that each concurrent user will use, during the load test, its own 
client IP address. If there are more concurrent users than IP addresses, the IP addresses are 
averaged over the concurrent users. To use this option, the underlying Windows or Unix 
operating system must be configured such that multiple (virtual) IP addresses are assigned to 
the same physical network interface(s). The input file contains only one line, on which all client 
IP addresses are listed, separated by comma characters.  
 
- ssl <version>  

Allows the setting of a fixed SSL protocol version. Possible values are ñallò (automatic 
detection of v2/v3/tls ï recommended default value), ñv2ò, ñv3ò, or ñTLSò (fixed protocol 
version).  
 
- sslcache <timeout - seconds>  

Alters the timeout of the user-related SSL session cache. The default value is 300 seconds. A 
value of 0 (zero) disables the SSL cache. 
 
 


































































































































































