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1 Overview, Installation and Configuration

The AFiref ox Recralitheapeaiing obwels Surfing sessions in convenient
way. The recording extension is displayed asafi Fi r e f o x namedd’tokysnifder
Toolbar, in the upper part of the web browser window.

Note: using this Firefox extension is optional T the recording of web surfing sessions

can also be made without using this extension &see ProxySni f f er User 6s Gui d
chapter 2, to learn how to record web surfing sessions with any other web browser

such as Internet Explorer or Safari.

f2) Welcome - safearea.com.au - Mozilla Firefox |L||E|g]
File Edit Wiew History Bookmarks Tools Help

i+ Proxy Sniffer -:: Insert m Recording Stopped | 0 Ttems

Welcome!

Safe Area Pty Ltd

Fine software.

Blogs Shout us

Welcome @ Safe Area Pty Ltd.

We're the australian distributar of Praxy Sniffer, ane of the leading weh load testing tools. We also provide suppart and services
surrounding load testing of web/application servers

%2 Google sitemap generato - Mozilla Firefox

Bl  Edit Higkary Skmarks  Tools  Help

Toolbars 3 v Mavigation Toobar
@ v Status Bar oy | |G- 7
;: Proxy ! Sidebar

Insert m
Cuskomize... ~

Reload ctri+R T

Zoor 3
Page Style 3
Character Encoding y 2 | TS || ESHAET

o Produ

PageSource  Chi+l  SitemapGenerator is a Google sitemap gene
B [ Full Screen Fi1 itemaps.
o Sy
O e This application generates an XML sitemap follo
w
< b
Done

1.1 Supported Firefox Versions

The AFirefox Recorgdu pmo rEtxes emsls®hi3.5*arfd8.6* Ther si on
extension has been successfully tested on Windows XP/Vista/2003/7 systems, as well as on

Mac OS X and on Linux systems, and should also work on any other Unix-Like operating

system (BSD, Solaris, ...).

1.2 Supported Proxy Sniffer Versions
The AFirefox Recorrde qi rEexs emrso 3RO Blaterf f er ver si on
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1.3 Installation and Firefox Configuration

To install the extension, enter the following URL in the Firefox web browser and follow the
instructions:

https://www.proxy-sniffer.com/download/PrxRecExt1.xpi

After installation, make the following changes to your Firefox configuration by calling the
FirefoxefOpbil ewséodo menu:

3 Google sitemap generator - Mozilla Firefox

File Edit  Wiew History Bookmarks RSN Help

T3 YWeb Search Chrl+E
6 =3 C G ([ M rs
- Downloads Chrl+]

| Error Conscle Cerl+Shift+1
DOM Inspector Chrl+Shift+I
Page Info

Clear Private Data... Ctrl+shift+Del

HOME | MEWS | PRODUCTS | SE

o Products
o Proxy Sniffer

sitemap ¢
v

P, sitemaps.
: >
Done

1.3.1 Pop-Up Windows Settings

Options 3 Allowed Sites - Pop-ups

DEle & & & & Al
L = E ‘fou can specify which web sites are allowed to open pop-up windows,

Main Tabs  Content  Applications  Privacy  Security  Advanced Type the exact address of the site you want to allow and then click
Al

Block pop-up windows .

[ gockpopup Eaceetions Address af web site:

Load [mages automatically 127.0.0.1 |

Enable Javascript
Allow

[] Enable Java

Site Status

Fonts & Colors
127.0.0.1 Allow

Defaulk font: | Times Mew Roman v | Size: ‘ 16 vl Advanced...
\eFEvEREs lgemove ite ] [Rgmove All Sites ]

Choose your preferred language For displaying pages

Allow pop-up windows from 127.0.0.1

[s]4 1 [ Cancel ][ Help

1.3.2 JavaScript Settings

Options

08 & §F 8 &

Main Tabs Content  Applications  Privacy  Security Adva‘n:ed

EBlock pop-up windows

Advanced JavaScript Settings E|

Allow scripts to:

[¥]: Mave or resize existing windows

Raise ot lower windows

Load images automatically

Enable Javascript Disable or replace context menus

(] Enable Java [ Hide the status bar
Fants & Colors [] Change status bar text
Default font: | Times New Roman v| Size: |16 v‘ [deanced. . ]

I ok, ] l Cancel ] [ Help ]

Languages

Choose your preferred language For displaying pages
Enable the 3 checked JavaScript options.

Ok 1 [ Cancel ] [ Help
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1.4 Starting Proxy Sniffer

After the extension has been installed and Firefox has been configured, start the fProxy
Sniffer Consolea Please note that there is no longer any need to click on the desktop icon
APr oxy Sn becduse the darbe functionality can be reached by using this Firefox
extension.

= C | Tl b ffun. safearea.com i=c29b124120c7: teabstbd 77 - | @~ 2@ -

Ty | s |65 [0 (R0 racrdoa s 0 s

Add Screenshot [3]

Welcome!

Safe Area Pty Ltd

Fine software.

Welcome @ Safe Area Pty Ltd.

‘We're the australian distributor of Proxy Sniffer, one of the leading web load testing tools. We also provide support and services
surrounding Ioad testing of webvapplication servers

h
i Announcemer nts 1 []Prepare aload test script for breakfast
'

!_Prenare a load test scrint for breakfast? L ]

Entries

1.5 Next Steps for Recording your first Web Surfing Session

Click on the [il icon inside the Firefox Recording Extension and follow the instructions:

£2) Web Load and Stress Testing Tool: Proxy Sniffer - Mozilla Firefox

File Edit Wiew History Eookmarks Tools  Help

6 - c (Rt £ htkpejfwenn, proxy-sniffer, com| M "l' \ @ b

£ proxy Sniffer_i:::j Insert m Recording Stopped § O [kems Add screenshot [§]

£ WebLoad and Stress Testing Tool:P... | + -

1.6 Further Steps

Dondét mead t be Us(PDFHWe r&annere that you read at least chapter 7
completely T inclusive all subchapters (in particular subchapter 7.5) i because the usage
of dynamic variables is a little bit tricky.
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2 The Proxy Sniffer Toolbar
Insert m Recording Stopped | 0 Ttems Add Screenshot

o [FrProxysnitfer] Openst he Proxy Sniffer AWeb Admin GUIO® in

e PageBreakInputFi el d: Adds atotheRecgded vieb ®urdirg eession. You

can also hit the <Return> key in the input field to add a page break, instead of clicking on
the button.

J Starts the recording of a web surfing session. In addition, the following actions are
automatically performed by this web browser extension:

1. The cache of the web browser is cleared
2. All cookies in the web browser are cleared

3. The proxy configuration of the web browser is set to 127.0.0.1 (port 7999 for http and
port 7997 for https) to support the recording of the web surfing session. The old
(original) proxy configuration of the web browser is saved, and later restored when
recording is stopped.

. (D Stops recording and restores the original web browser proxy configuration

o Clears all recorded data, but does not alter the recording state (stopped / started)

e Status Label: Shows the current Proxy Sniffer state; for example, i Recor di ng St arte
ltemsd. The status | abel i s aultfommaada itk dyy uprdiaf
Consol e o ,ansrrosmeasage s gshown.

o Allows manual update of the Status Label.

. Adds a screenshot of the web browser window to the last Page Break, or i if

currently no Page Break has been defined 1 inserts first a Page Break and then adds a
screenshot of the web browser to this Page Break.

Note: taking screenshots is optional and not required for load test execution.

Important Note:

During the normal operation of the Firefox web browser i when no web browser sessions
should be recorded i it is strongly recommended that all activity of this extension be

disabled. This can easily be done by disablingth e A Pr oxy Sni intheweb T of
browsermenufi Vi eeiof ool.bar s o

%2 Google sitemap generator, - Mozilla Firefox

File Edit WUEEM History  Bookmarks  Tools  Help

@ Toolbars 8 v Mavigation Toobar

v Shatus Bar Bookmarks Toohar oy -] |[C]- Ps
£ proxy {  oidghar :I F— oo
Customize... v
Reload [
Zoor

3
Character Encoding y 2 | TS || ESHAET

v Proxy Sniffer Toolbar

= Prody Page Source  Chrl+U itemapGenerator is 3 Google sitemap gene
B [ Full Screen Fi1 itemaps.
o Sy
O e This application generates an XML sitemap follo
O . 2
< b
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3 Support for Outbound Proxy Servers

If your target web application, or target web server, is reachable only via your company's
outbound proxy server (no direct TCP/IP network connection to the web server from your local

computer),youmust addi ti onal |y

Settingsd menu o

£ http://127.0.0.1:7990 - PRX: Main Menu - Mozilla Firefox

configure the
oWVetbh eA dRrionx YGU3 mi: f f er

File Edit View History Bookmarks Tools Help
g

< N Y
346 Proxy Sniffer Main Menu 7T A @ + h @
: Web Ad s | Ed el Web  Page Persomal Project Senrsie | enalyce Fetroch
- e min Professional Edition " Tools  Scanner Settings Mavigator Load Test Load Tests Display

® 0

ftem Offset  Position Content Size Time  HTTP Request + HTTP

Done

% 1000sec (NN | 3047byles 313ms [ GET httmitwwvcoogle chi 4 200 (OK) TEXTIHTML
% 2 0.45sec || 7582 byles 157 ms [@GET hitodiswanodle chintlen_comiimanes/logs plainpng + 200 (K IMAGEPNG ~

Response

©) PRX: Personal Settings - Mozilla Firefox

[ B hetp:{/127.0.0.1:7990}dfischer/webadmininterface/PopupPersonalSattingsweblet

1
3 - NG
$* Broxshifer Personal Settings - Proxy Recorder & GUI ‘HE x
P

Connect to Next Proxy (Proxy Recorder)

[] NTLM Authentication (Proxy Recorder)
Protocol Domain | ‘
| | Password |

out bound

Next Proxy HTTP Host 192.16.4.31 b\ Web Browser
Next Proxy HTTP Port /B' - ﬂ;rm
- i
Next Proxy HTTP Cache disabled || . 3 L Locat oy |
Pl

e ——— -

Proxy \~—y
Nesxt Proxy HTTPS Port 4 Comnen | '

v =
Next Proxy Auth Username /
Next Proxy Auth Password L bEaney -./
No Next Proxy for Host/Domain | | Apply

HTTPS Settings (Proxy Recorder)

SSL Version 3
SSL Session Cache enabled V]
SSL Session Cache Timeout 10min v

Enhanced Compatibility Mode

]

HTTPS Client Certificate Authentication - PKCS#12 Files (Proxy Recorder)

File | [ Browss
[no certificates ]

Passwnm‘ ‘ Load File

GUI Settings
Time Zone * | ECT: (GMT +1:00) Berlin, Bern, Paris, Madrid, Rom, Wien |
Number Format * 12345600 v

Background Color (hex) #

HTTPS Timeout Tmin
This "Weh Palette Color Ficker has been intsgrated with frisndly permission of Morris Desion
Copyright 1898, Morris Design. All Rights Reserved. For full copyright and terms of use, view HTML source
*only temporariy applied urti program termination - ses help to change these values permanently
Done
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4 Uninstalling the Extension

3 Googlle sitemap generator - Mozilla Firefox

File Edit  Wew History
Web 5 h Chrl+k
é . c 'eh Searc] t
Dowrloads Chrl+3
~
Error Console Chrl+5hift+1 —
oM Inspector Ctrl+shift+1 =]
Page Info
HOME | MEWS | PRODUCTS | SERWL Clear Private Data... Ctrl+Shift+Del
o Products Cptions. .. sitemap
o Proxy Sniffer ; 1
oo e sitemaps. v
< | ¥
Done

) Add-ons

2 & £ &

Get Add-ons  Extensions  Themes  Plugins

Adblock Plus  1.0.2
Ads were vesterday!

Flashblock 1.5.10
Replaces Flash objects with a button you can click to view them,

Html ¥alidator 0.5.5.6
Adds HTML validation to the View Page Source of the browser, The validation is done by Tidy or a SGML Parser From W3c,

Microsoft NET Framework Assistant 1.0
Adds ClickOnce support and the ability to report installed \MET Framewark versions to the web server,

Proxy Sniffer Recording Extension 1 1.0
i 5 For the Pl niffer load and s
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5 FAQ: Where are Web Browser Screenshots Displayed in
Proxy Sniffer ?

Inside the Main Menua

€ http://127.0.0.1:7990 - PRX: Main Menu - Mozilla Firefox
File Edit ‘Wew History Bookmarks Tools  Help

L el -
$ee  Proxy sniffer Main Menu

* Wweb Admin Professional Edition

Filter: [ ] Mo Binary fimages ) [] No CSS,J5{Only HTML)  [] |
® 0 L;l= Page #1: Start Page  user's thinktime: 0 seconds=
ltem Offset  Position Content Size Time HTT
w 1 000sec QNN ] 04T hbytes 3tams [0
% 2 045sec | | | | 7582 bytes 157 ms
% 2069sec [ TN ] Obytes 280 ms [©
¥ 409sec [ T 7121 bytes 183 ms @0
¥ 5085sec [ T 1150bytes 204 ms @0
Total: 1.16 sec 18'900 bytes 5R

Inside the flLoad Test Result DetailoMenu:

) PRX: Load Test Result Detail - Statistics and Diagrams - Mozilla Firefox

I £ | http:/{127.0.0.1: 7990/ dfischerwebadmininterface/Popupanalysel oadtest Detailsweblet Pkey=186fbdenr1 430e35

§" Broycy, Sniffer Load Test Result Detail - Statistics and Dia

Load Test: GoogleTest Start Date: 09 May 2009 18:18:03 User: 1 Test Duration: 35 sec  Annotatio

Advanced Test Parameter Measured Results: per Single User - per Loop Overall Tes
Startup Delay per User: 200 ms Ay Session Time per Loop: 6.51 secfloop WWeh Trans:
Request Timeout per URL: | 60 sec Ay Response Time per Page: | 1.76 secipage SessionFa
Statistic Sampling Interval: | 15 sec Metwork Throughput per User: | 8.9 kBytes/sec Total Metwn
> Test Scenario Waming [r Disgram: Respanse Time per Page [ Results per LRL
> Diagram: Response Time Percentiles [ Diagram: Top Time-Consuming URLs [ Diagram: Concur
[ Diagram: Web Transaction Rate = Diagram: Outstanding Requests [ Diagram: Compl
[> Diagram: Total Metwark Throughput > Diagram: HTTP Keep-Alive Efficiency  [» Diagram: &
[ Diagram: Tap Errar Types [ Diagram: Mumhber of Errars per Page [ Diaaram: M
Results per URL Call (Overview
0] | Page#T: Start Page & user's think time: 0.0 seconds
Test | # Passed | # Failed | AV Time | <=90% AV Size |URL
m 5 0] 159ms - ms | 3'881 bytes | GET hitpuidwwaw.google.ch: 807
| b} 0| 161 ms ---ms | 83496 bytes | GET hitpfwwenr.google.ch:806ntlen_corr
| 5 0] 133ms - MS 703 bytes | GET hitpiiclients1.google.ch:80fgenerat:
41 3 0| 157 ms —-ms | 7'922 bytes | GET hitpfwwer google.ch:800imagesing
i ) 0| 151 ms —-msg | 1945 bytes | GET hitpifwsa.google.ch:80favicon.ico
Total 5 - | FBlms| 786ms |22'847 byvtes |5 URLs

e S P =] TR '
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Il nside the AFull: Detail Reporto (PDF)

%2 PRX: Load) Test Result Detail - PDF Report - Mozilla Firefox

http:f127.0.0.1: 7990/ dfischer jwebadmininterface) GenerateR eportDetailR esultweblet they_0=186fbdes7143be35ddedal sabadabfeale 1.7

Reoly, Sniffer Load Test Result Detail - PDF Report Bt mx

Web Admin

Selected Template:

Full report inclusive all measured details and
inclusive detailed errar snapshot
inforrnation. Ad landscape forrmat

Report Template: Standard Detall Report

Override Test Annotation: ' ‘

Show Preview & Add Comments ]

* Annotations of ineluded images can not be oweridden
Mote: the POF "Report Branding flogo, title and footer) can be configured in the Project Navigater Setup Menu

Done S
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